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I’'m Brian

e Been working in the ZK space since 2019 (learned about zkSNARKSs at a
workshop at Stanford!)

e Co-founder of 0XPARC

e Built Dark Forest, the first non-cryptocurrency application of zkSNARKSs



OxPARC

e A foundation focused on bringing “programmable cryptography” technologies
like ZK, FHE, MPC, ... from theory to practice.

e Lots of companies and teams in the blockchain + applied ZK world came out
ofOXPARC (and ETHUni) programs and grants!
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e Part 2: Three categories of zkSNARK applications

o Adding hidden information to decentralized systems
o Speeding up blockchains
o Language of Truth
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Preamble: Programmable Cryptography



We like to think of zkSNARKSs as
“programmable” cryptography



First gen crypto — Second gen crypto



(First-generation) cryptography

Encryption and signatures

“Security” and “privacy”



(First-generation) cryptography in the wild

Today, we already use cryptography everywhere without
thinking twice - think https in the browser, password managers,
E2E encrypted messaging like Whatsapp and Signal, ...



Second-generation cryptography
(“programmable cryptography™)



Programmable Cryptography

Proofs for specific functions - proofs for any function
Verification of specific claims - verification of any claim

Special-purpose protocols - general-purpose “cryptography compilers”




Programmable Cryptography

Computation, data, and the operations we perform on them

The Bell System Technical Journal

Vol. XXVII July, 1948 No. 3

A Mathematical Theory of Communication

By C. E. SHANNON

INTRODUCTION H —_ — Z Di log2 (pz)

HE recent development of various methods of modulation such as PCM
and PPM which exchange bandwidth for signal-to-noise ratio has in-
tensified the interest in a general theory of communication. A basis for
such a theory is contained in the important papers of Nyquist! and Hartley?
on this subject. 1In the present paper we will extend the theory to include a
number of new factors, in particular the effect of noise in the channel, and
the savings possible due to the statistical structure of the original message
and due to the nature of the final destination of the information.
The fundamental problem of communication is that of reproducing at
one point either exactly or approximately a message selected at another



Programmable Cryptography

A tool for building digital systems with powerful new properties; not just
a tool for securing systems.

The Bell System Technical Journal

Vol. XXVII July, 1948 No. 3

A Mathematical Theory of Communication

By C. E. SHANNON

INTRODUCTION H —_ — Z Di log2 (pz)

HE recent development of various methods of modulation such as PCM
and PPM which exchange bandwidth for signal-to-noise ratio has in-
tensified the interest in a general theory of communication. A basis for
such a theory is contained in the important papers of Nyquist! and Hartley?
on this subject. 1In the present paper we will extend the theory to include a
number of new factors, in particular the effect of noise in the channel, and
the savings possible due to the statistical structure of the original message
and due to the nature of the final destination of the information.
The fundamental problem of communication is that of reproducing at
one point either exactly or approximately a message selected at another



Indistinguishability
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Collaborative FHE Witnes_s
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Digital Special- Encryption

Signatures purpose MPC
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Example: zkSNARKs and membership proofs

Let's look at identity claims!
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Let's look at identity claims!

“% | know a private key
corresponding to Alice’s public key.
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Example: zkSNARKs and membership proofs

Let's look at identity claims!

= | know a private key corresponding to Alice, Bob,
OR Charlie's public keys, and the other two [can/can't]
prove that they did NOT generate this message.




Example: zkSNARKs and membership proofs

Let's look at identity claims!

% | kKnow a private key corresponding to Alice, Bob, OR Charlie's
public key...

AND | either possess a signed attestation from one of {David, Eve,
Fred}, or during the block with header X, | knew the private key
corresponding to an account with at least 32ETH...

OR | possess a biometric that, when run through a neural network,
hashes to the fingerprint hash of a non-sanctioned individual.




zkSNARKSs turn math problems into
programming tasks.
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Context: Group signatures

“I am one of Alice, Bob, or Charlie, and | attest to message M.”



Context: Group signatures

“I am one of Alice, Bob, or Charlie, and | attest to message M.”

3.1. Confirmation protocol 560 R.L. Rivest, A. Shamir, and Y. Tauman

We first consider the following instance, which is solved by [BCDvdG87] by using Protocol 1, which =V

=g, ()
uses computationally secure blobs B. / | \@/
Ex
, yre, & )/ N\
P’ssecret  : cC. ~
public : Ny, Qs xye Zy,Q=(a,..,a+BlcIN. D Ex
proveto ¥V : x*=y(modN) anceQ. }
Instance 1. &)
. ~_
. y~=8, (x,)
If this protocol is iterated k times, % will be convinced (with probability 1-27%) that
ce Q=(a-B,...,a+2B), but ¥ will receive no knowledge other than the fact that ceQ /Ek
={a,....a+f)1. Ek\@

Protocol 1. (for Instance 1) Y=g, (X,)
(1) P chooses re {0,...,8}. He computes blobs on z; =x" (modN) and z, =xF (modN), and

sends the unordered pair {B(zy), B(zy)} to V.
(2) Vchooses randomly be (0,1} and sends it to P.
(3) Psends Vin case

b=0: r and opens both blobs.

Fig. 2. Ring signatures

2. Pick a random glue value: Second, the signer picks an initialization (or
ol . b
glue”) value v uniformly at random from {0,1}".

b=1: 7 which is (c+r) or (c+r-f), whichever is in the set Q, and opens respectively the 3. Pick random z;’s: Third, the signer picks random z; for all the othebr ring
blob on zy or z (which is called 7). members 1 < ¢ < 7, i # s uniformly and independently from {0,1}", and
8 5 computes
(4) Vverifies in case

yi = 9i(2:) -

: - r-B
b=0: that re (0.,...,B} and that the blobs contain x” and x in some order. 4. Solve for y,: Fourth, the signer solves the following ring equation for ys:

b=1: that FeQ, that one of the blobs contains Z and that Z satisfies x = Zy.
Cro(y1, Y2, 4r) =v .



Context: Group signatures
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Last commit message

Fixing copy-paste licensing error.

Added test for checking reimported GML in PS16.
Fixing copy-paste licensing error.

Initial commit.

Batch verification working.

Basic benchmarking working.

DL21 working.

Added tests for hash module.
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Added test for checking reimported GML in PS16.
Fixing copy-paste licensing error.
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It's way easier to do this now!

e zkmessage.xyz was built in a weekend
e Most of the work was on writing the webserver and frontend
e Demo



Setup: Hash functions and keypairs

Hash function: takes in some input, deterministically produces some
“‘random-looking” output that the input can’t be reverse-engineered from.
H(secret) = public commitment

https://emn178.github.io/online-tools/sha256.html

We are going to use (secret, public commitment) as a keypair.


https://emn178.github.io/online-tools/sha256.html

Setup: Hash functions and keypairs

Everyone joining zkmessage.xyz locally generates a (secret, commitment) pair.

New users publish their commitment on Twitter, publicly associating their Twitter
handle with their commitment. Because commitment is a hash of secret, secret
acts like a private key / password for the account.



vO: group membership



Posting: what’s being proven?

Fill in a plain English sentence:

| am one of Alice, Bob, or Charlie

| know either Alice’s secret, Bob’s secret, or Charlie’s secret

| know a number X that hashes to Y1, or Y2, or Y3

| know a number X such that (H(X) - Y1) * (H(X) - Y2) * (H(X)-Y3) =0

| know a number X, such that Y := H(X),and (Y -Y1)*(Y-Y2)*(Y-Y3)=0



Posting: what’s being proven?
| know:

Private XY

Public Y1,Y2,Y3



Posting: what’s being proven?

User-provided Computed
Private

Public



Posting: what’s being proven?
| know:

Inputs Computed
Private X Y

Public Y1,Y2,Y3



Posting: what’s being proven?

| know:

Inputs Computed
Private X Y, TEMP
Public Y1,Y2,Y3
Such that:
Y := H(X)

TEMP := (Y - Y1) * (Y - Y2)
TEMP * (Y -Y3)=0




v1: group membership + specific message



Posting: what’s being proven?

| know:

Such that:
Y := H(X)

TEMP := (Y - Y1) * (Y - Y2)
TEMP * (Y -Y3)=0

Inputs Computed
Private X Y, TEMP
Public Y1,Y2,Y3, M




v2: group membership + specific message +
can prove post facto you said it or didn’t say it



Posting: what’s being proven?

| know:

Inputs Computed

Private X, S Y, TEMP

Public Y1,Y2, Y3, M T
Such that:
Y = H(X) Downsides:

. * - Have to save S for every

TEMP = (Y- Y1) (Y - Y2) message you’ve ever
TEMP*(Y-Y3)=0 sent

- Doesn’t allow you to
T:=H(S) disavow a message



Posting: what’s being proven?

| know:
Inputs Computed
Private X Y, TEMP
Public Y1,Y2,Y3, M C
Such that:
Y := H(X)

TEMP := (Y - Y1) * (Y - Y2)
TEMP * (Y - Y3) =0

C := H(M, X)




Post-facto proving | was the author

| know: Inputs Computed
Private X
Public MY, C

Such that:

Y = H(X)

C = H(M, X)



Post-facto proving | wasn'’t the author

| know: Inputs Computed
Private X
Public MY, C

Such that:

Y = H(X)

IsEqual(C, H(M, X)) =0



v3: group membership + specific message +
huge groups



Interlude: Merkle Trees

Hash Hash
0 1
hash( ol ) hash( i} )

Hash Hash Hash Hash
0-0 0-1 1-0 1-1
hash(L1) hash(L2) hash(L3) hash(L4)
L1 L2 L3 L4

Data
Blocks



Merkle Proofs

e A protocol for:
o Assigning a cryptographic ID to a set (“Merkle root”)
o Generating short proofs that a given element is in the set
m Specifically: proving that the element is in some hash chain that results in the set’s
cryptographic ID



Posting: what’s being proven?

| know:
Private
Public
Such that:
Y = H(X)

MERKLE_VERIFY(MP, Y, GID) ==

Inputs
X, MP

M, GID

Computed

Y

Also, stored on / served by the backend:
Some registry that allows the verifier to

retrieve (and check) what keys are in any
given GID



v4: RSA group membership



e e T

124
125
126
127
128

double-blind Public

< o [l % github.com/gubsheep.keys

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAACAQCh4+DyOTRv rxAAb2W6N4MUf4msUSKhY5/dRezFkwHicxoxdQApev/PsiwlUqw3QOWXu8k8CrortI:
z+JxHgY3VDAoSnMzWEdIND3RXqgVF62VRGa3H7jJY8zvwq5ScAl/s3nd1nktP8mOh0ZevHF 1Zm9kYA10ud9MdXRKm2hvqU2oeN ldkEtbL.
atybKONu@rBa@ihGTOptR5dasQZZnBNB2MR6LreSQz/81zT2YWTqlFCfpVu/9sexR4EE50zX+sUPKGEON1ekJgfCakEP5ZSVqHNpdCi7 I
M17BV1D73w550aUhDxC9bwjn0+iVRrrFnceqP@UzfxKaN6ocOKJ/uC14nKOLEabKqR5jLo/UUox2/a+IerapEajdAoahuXnv1JQ==
ssh—ed25519 AAAAC3NzaCl1ZDIINTESAAAAIB13E9HuUT8nNfv2SI7KYGTOX3dnVLPQra35TMS8xZw/T

// Verify an SSH signature, assuming the public exponent is 65537.

// Base message is the DER-encoded hashed message.

// Assumes the modulus and base_message are well-formed and range-checked (or
// otherwise trustworthy).

template RSAVerify65537(n, k) {
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Nullifiers



Building a polling application

Design requirements:

e Server should be able to verify that everyone voting is a member of the voting
group (i.e. someone in a known list of public keys)

e Server shouldn’t be able to determine the identity behind any vote

e No one should be able to vote more than once



How to upgrade zkmessage.xyz to polling?

ZK MESSAGE BOARD zkmessage83565 Logout

GitHub

».” zkmessage83565
Zhache212
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another test message
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©

replies Verify i h
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yijieli

=)

2808w 09= : P

replies Verify

jasminewsun

cheed00@

xiaomaogy88

hello zk frontiers! sehyunchung
&g‘ s ° ® ® o @ . '} bk X 0 replies Verify kzdagoof

",' jonathon_h...
Test message % bitcoinéé62..
o000 VO- B~ 0 replies Verify @ HaveFunsta..

@ franbernad
how it work @ qubithe
oY) 1 reply Verify € datongmu23

& theThirk
gm & OxBaconPan..
@ Q ° e o oK) ° PO B ' 0 replies Verify @) yush_g

7 shvier1894
hello world all users
Q @ 0 replies Verify



Zupoll

€zvroll (o) B

# © The server never learns your identity.

© 1L One vote per Zuzalu participant.

O« Unlinkable votes across ballots/devices.

Advisory Votes

Official advisory ballots from the Zuzalu organizers

L How has your Zuzalu experience been? Expired
Town Hall 05/16 Longevity/MNE Day Expired
Retrospective

{ Town Hall 05/09 AlxCrypto Retrospective Expired ‘

L Town Hall 05/02 Network State Retrospective Expired

‘ Town Hall 04/25 Advisory Vote Expired

Straw Polls

Unofficial ballots from all Zuzalu residents

l Are you vaxxed? Expires in <105 days ‘

Do you still check Zupoll and Expires in <23
Zucast? days




Zupoll demo



Proposal

ZKMessage, but there’s a question at the top, the group is locked, and all the
messages are (vote_id) (i.e. 0 or 1).

Is this enough?



Posting: what’s being proven?

Fill in a plain English sentence:

| am one of Alice, Bob, or Charlie[, and | haven’t voted yet]

| know either Alice’s secret, Bob’s secret, or Charlie’s secret [, and | haven’t voted yet]

| know a number X that hashes to Y1, or Y2, or Y3, and | haven'’t voted yet]

| know a number X such that (H(X) - Y1) * (H(X) - Y2) * (H(X) - Y3) = O[, and | haven’t voted yet]

| know a number X, such thatY := H(X), and (Y - Y1) * (Y -Y2) * (Y - Y3) = O, and | haven’t voted yet]



|ldea: nullifiers
Compute and share a deterministic poster ID that is unlinkable to the original

poster.

If someone posts twice, you won’t know who they are, but you'll see the same
deterministic poster ID come up.



pw4

pw3

pw2

pw1







Posting: what’s being proven?

| know:

Such that:

Y = H(X)
Z:= G(X)

MERKLE_VERIFY(MP, Y, GID) ==

Inputs Computed
Private X, MP Y, TEMP
Public GID, V 7




Server view

ZKP: | know
pw3 such that
G(pw3) =
nullifier2, and
H(pw3) is in
merkle tree













Other usages of nullifiers



Zkmessage: anonymity to pseudonymity

Give everyone a persistent, pseudonymous identity.

e |D can be linked across messages.



ZCash and TornadoCash

Same trick can be used for anonymous digital currency systems.

Goal: make digital currency transfers without having to reveal who sender and
recipient are.



|dea: Bitcoin mixers

Someone operates a Bitcoin address and says:

“send Bitcoins here and tell me out-of-band who you want me to send it to. I'll
keep track of everyone’s intended recipients and make all the transfers at once,

every 24 hours”



|dea: Bitcoin mixers

Someone operates a Bitcoin address and says:

“send Bitcoins here and tell me out-of-band who you want me to send it to. I'll
keep track of everyone’s intended recipients and make all the transfers at once,

every 24 hours”

Failure modes?






pw3

pw2

pw1




pw4

pw3

pw2

pw1







Contract view

ZKP: | know
pw3 such that
G(pw3) =
nullifier2, and
H(pw3) is in
merkle tree













Understanding check
What happens if we make a proof that inputs a value of R that isn’t the actual
deposit note tree root?

e Will the proof verify?
e Will the protocol break?



Agenda

e Preamble: zkSNARKSs are “programmable” cryptography
e Part 1: How to use zkSNARKSs in apps

o  Group / ring signatures

o Anonymous polling / private cryptocurrency
o Dark Forest

o Information marketplaces

e Part 2: Three categories of zkSNARK applications

o Adding hidden information to decentralized systems
o Speeding up blockchains
o Language of Truth



@algoriddims 5506256 pts (& 1.0M 4 2.7M §f \ 3 : : [TX CONFIRM] PLANET_TRANSFER transaction (@
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Why do you need ZK to build a (complex)
decentralized game”?
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Fleet (41 Members) / Wing 1 / Squad 4
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Hidden information on the blockchain

Player Network
C1 = Commit(s1)

P1 = Proof(s1,C1)
P1

C2 = Commit(s2)

P12 = Proof(s1,s2,C1,C2)
P12



zkSNARKs

I’'m drawing a card from a deck and adding it to my hand.

I’'m not going to show you my hand, but | can prove that | drew the card at
random from a properly-shuffled deck.



Zero-Knowledge Fog of War

I’m moving my knight from secret location A to secret location B.

I’'m not going to tell you where A and B are, but | can prove that they are an
L-shape away from each other.



Game Construction

e Everyone lives on large 2-D grid



Game Construction

e Everyone lives on large 2-D grid

e Forlocation (x, y), hash(x,y) is location’s public address.
o The coordinates themselves are the location’s private address.



Game Construction

e Everyone lives on large 2-D grid
e Forlocation (x, y), hash(x,y) is location’s public address.
e Locations (x,y) such that

hash(x,y) < DIFFICULTY_THRESHOLD

have habitable planets. All other spaces are empty.



Game Construction

e Everyone lives on large 2-D grid
e Forlocation (x, y), hash(x,y) is location’s public address.
e Locations (x,y) such that

hash(x,y) < DIFFICULTY_THRESHOLD
have habitable planets. All other spaces are empty.

e Player-controlled units live on planets the player owns.



Game Construction: State

Public State

e Which public addresses are owned, who owns them, and their populations



Game Construction: State

Public State
e Which public addresses are owned, who owns them, and their populations
Private State

e Private addresses (x,y) of player’s planets
e Information learned from computation



Player Action: Init

function initializePlayer(uint planetld, uint claimedDist, Proof zkProof)

Initialize a player at coordinates with ID planetld. Also checks that these
coordinates are within some claimed distance from the origin.



Player Action: Init

function initializePlayer(uint planetld, uint claimedDist, Proof zkProof)
zkProof: | know some coordinates (X, y) such that

e hash(x, y) = planetld

o x"2+ y"2 < claimedDist*2



Player Action: Move

function move(uint fromPlanetld, uint toPlanetld, uint worldRadius, uint
maxDist)

Move forces from fromPlanetld to toPlanetid.
e Check that both planets are “in bounds”
e Pay some cost depending on maxDist between the two planets.



Player Action: Move

function move(uint fromPlanetld, uint toPlanetld, uint worldRadius, uint
maxDist)

zkProof: | know some coordinates (x1, y1) and (x2, y2) such that

hash(x1, y1) = fromPlanetld
hash(x2, y2) = toPlanetld

x272 + y2°2 < worldRadius”2
(x1-x2)"2 + (y1-y2)*2 < distMax”2



Demo



Agenda

e Preamble: zkSNARKSs are “programmable” cryptography
e Part 1: How to use zkSNARKSs in apps

o  Group / ring signatures

o Anonymous polling / private cryptocurrency
o Dark Forest

o Information marketplaces

e Part 2: Three categories of zkSNARK applications

o Adding hidden information to decentralized systems
o Speeding up blockchains
o Language of Truth



Escrow

2\

il



Escrow




Escrow -

\
E N
i




Escrow




Escrow

L] G_l)c\"cwﬂurkumes E
'MEN WALK ON MOON

_ ASTRONAUTS LAND ON A PLAIN
AFTER STEERING PAST CRATER

~ | A Powdery Surface




’mmwﬂurkcms |
'MEN WALK ON MOON

" ASTRONAUTS LAND ON A PLAIN
AFTER STEF RING PAST CRATER




L] e Nework Times =5

"MEN WALK ON MOON

ASTRONAUTS LAND ON A PLAIN
AFTER STEE. RING PAST CRATER




Escrow

L] ‘El)e New ok Times

"MEN WALK ON MOON

" ASTRONAUTS LAND ON A PLAIN
AFTE‘R STEFRING PAST CRATER

........ A Powdery Surfuce |
Found by Armstrong




Escrow

L] ‘El)e New ok Times

"MEN WALK ON MOON

" ASTRONAUTS LAND ON A PLAIN
AFTE‘R STEFRING PAST CRATER




On-Chain Marketplace

e Toy example: Bob wants to buy the preimage of 0x98b3f001 from Alice



On-Chain Marketplace

Escrow contract checks that both buyer and seller have fulfilled conditions:

e Bob has locked up $$ in escrow
e Alice has published the data the buyer wants

Problem:

e The only way that the contract can check seller’s condition is if it can read the
seller’s datal



Solution

e Alice publishes data encrypted with buyer’s public key

e Alice also publishes a zkSNARK proof that this ciphertext is the correct data,
encrypted with Bob’s public key

e Smart contract only releases funds to Alice if zkSNARK proof verifies

https://github.com/nulven/EthDataMarketplace - Nick Ulven (2021)



https://github.com/nulven/EthDataMarketplace

Solution

Public Input:

e Buyer public key pk
e Ciphertextc
e Commitment h

Private Input:
e Secretdatas
Proves:

e Hash(s) = h (or property(s) = h)
e Enc(s,pk)=c



Nightmarket

NicghtMarket

1_\_ ——
This iss Nightmarket. Where DarkForest piraces meet. Where rilzar1ea1;s

are sold and fortunes macde:.

i Nightmarket-Demo [Do & &
254700113041800abe 463! ~df-prod ety 2op)
@ 4 min @ 83 views




Nightmarket

https://blog.zkga.me/nightmarket - 0xSage, xyz_pierre (2022)

https://nightmart.xyz/



https://blog.zkga.me/nightmarket
https://nightmart.xyz/

Nightmarket

Key constraints are as follows:

Constraint

Zii hash (PLANET_X/Y, PLANETHASH_KEY)
I perlin (PLANET X/Y,BIOMEBASE_KEY)

PLANET_ADDR, KEY)

Seller
hash (KEY)

SELLER_ADDR * SELLER_ADDR

poseidon_encode_check (CIPHERTEXT,

Publicly Verifiable Value
A valid planet hash
The correct biomebase

Valid ciphertext using KEY

KEY won’t change later

Watermark proof to Seller

In detail, we ensure:

e hash (PLANET X, PLANET Y, PLANETHASH KEY): Seller proves that they

know a planet coordinate, which buyers can later verify on-chain.

e poseidon_encode check(CIPHERTEXT, PLANET X, PLANET Y,

KEY): Seller commits to having correctly encrypted a CIPHERTEXT, using a

symmetric KEY on the planet coordinates. The seller does publish the

cipher on-chain for later decryption. For the Poseidon encryption check

itself, we adapted @weijie’s Poseidon circuits to constrain correct

encoding.

* hash(KEY): Seller separately commits to the secret KEY that was used for

the above step. Notably, the actual item being sold isn't the raw planet
coordinate, but this secret KEY used to symmetrically encrypt the

coordinates. Possession of the KEY means that anyone can subsequently

decrypt the ciphertext and retrieve the original planet coordinates.




Nightmarket

Then multiple buyers can make purchase orders on a single listing, as follows:

1. (offline) | verify that
a. Seller’s LIST proof is valid
b. Publicly committed values are valid
2. | order listing(s) by depositing my money in the
escrow smart contract
3. | preemptively declare how the final sale should be
encrypted
a. ecdh (MY PRIVKEY, SELLER PUBKEY)
b. hash(SHARED KEY) -> publish

Buyer

In detail, Buyers signal their interest by depositing some amount into the escrow contract,
along with an expectation of a SHARED KEY that the seller later uses to symmetrically encrypt
the KEY being sold. The Buyer constructs this SHARED_KEY offline, through an ECDH key

3 se scheme. She publishes a hash of this SHARED_KEY on-chain, along with her deposit.
More on this in step 3.

€XCI




Nightmarket

Finally, the Seller fulfills Buyer’s purchase orders with a Sale circuit, proving the following:

Constraint Publicly Verifiable

poseidon_encode_check The KEY being sold is

I (SALE_CIPHER, KEY, correctly encrypted with

SHARED_KEY) SHARED_KEY
hash (SHARED_KEY) Seller uses Buyer'’s
expected SHARED_KEY
Seller
hash (KEY) The correct KEY is being
sold

Buyer
1. Smart contract verifies & execs the sale proof |7
2. Buyer decrypts KEY with SHARED_KEY offline
3. Buyer decrypts CIPHERTEXT with KEY offline

Specifically, the Seller also performs an ECDH key exchange offline, generating the same
SHARED_KEY as Buyer. Seller uses the SHARED_KEY to encrypt the original KEY and
broadcasts the encrypted SALE_CIPHER on-chain.

Later, the Buyer can privately decrypt this SALE_CIPHER with the SHARED_KEY, to obtain
KEY. Then, the Buyer can decrypt CIPHERTEXT with the KEY, and retrieve the original planet
coordinates.



What else can we sell?

A Bitcoin, Ethereum, SSH, DKIM private key
A smart contract exploit (or program exploit more generally)
A picture of a bird



Agenda

e Preamble: zkSNARKSs are “programmable” cryptography
e Part 1: How to use zkSNARKSs in apps

o  Group / ring signatures
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o Information marketplaces

e Part 2: Three categories of zkSNARK applications

o Adding hidden information to decentralized systems
o Speeding up blockchains
o Language of Truth
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Pattern #1: privacy on decentralized systems



Privacy on decentralized systems

e Sensitive social, financial, or professional data
o e.g. private bids in an auction

e My ownership of a crypto token
o e.g. private cryptocurrency

e A private hand of cards in a game
o e.g. Dark Forest



Hidden information on the blockchain
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Hidden information on the blockchain

Player Network
C1 = Commit(s1)

P1 = Proof(s1,C1)
P1

C2 = Commit(s2)

P12 = Proof(s1,s2,C1,C2)
P12
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Pattern #2: accelerating blockchains



Blockchains

Programmable blockchains are decentralized networks for running computations.

The security of a blockchain comes from the fact that everyone on the network
runs and checks all the computations!



Blockchains

Programmable blockchains are decentralized networks for running computations.

The security of a blockchain comes from the fact that everyone on the network
runs and checks all the computations!

This is also where we run into performance bottlenecks...



zkSNARKSs are like “computational wormholes”

fx)=y

v(f, X, y, pi) = true




zkSNARKSs are like “computational wormholes”

ETH_TRANSITION(x, delta) = y
X &l scroll

v(X, delta, y, pi) = true
& STARKWARE

¢f2 polygon ZkEVM
y <




Co-processors: Verifiable Computation

What other specific (expensive) computations might we want a decentralized
network to run?



Co-processors: Verifiable Computation and ZKML

In the future, suppose a neural network or LLM is run to make a judgement
on-chain.

e EX: running a financial strategy, attesting to the sentiment of today’s news

Running a neural net is expensive! Who runs the LLM? Are they running it
correctly? What if the LLM’s model parameters are proprietary?

zkSNARKSs enable one person on the network to run the computation, and
everyone to get (and trust) the result.



Co-processors: Verifiable Computation and ZKML

& zkonduit / ezkl ' Public

<> Code

© lIssues
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1 Pullrequests 2

¥ main ~ ¥ 8 branches

) Discussions

© 0 tags

® Actions

[ Projects @ Security

e alexander-camuto chore: update dependencies (#101)

.github/workflows
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examples

src

tests

.gitignore
.gitmodules
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LICENSE

README.md
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data.sh

README.md

chore: update dependencies (#101)
chore: error bubbling (#93)
chore: error bubbling (#93)
chore: update dependencies (#101)
chore: update dependencies (#101)
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refactor: move onnx examples to external repo (#69)

chore: update dependencies (#101)
chore: update dependencies (#101)
Create LICENSE
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0 Readme

Apache-2.0 license

L]

v 135 stars
® 8 watching
¥

6 forks
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No releases published
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Contributors 5

Q0 =
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Verifiable Computation

Before any caseload: OpenAl commits to the model commit(model) = C

Then, on any run, proves...



Verifiable Computation

Public inputs:

e |nputx
e Claimed outputy
e Model commitment ¢

Private inputs:

e Model M
Proves:
e Mx)=y

e commit(M)=c
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General problem: someone on the
Internet wants to ask someone on the
Internet for some data



Digital Communication Today

Are you Brian?
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Digital Communication Today

What's your credit score?



Digital Communication Today



Digital Communication Today

*gathers your data*
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Digital Communication Today

Given an arbitrary function f,
compute for me f(your personal data)



Digital Communication Today
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CASE 2
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ISN'T THERE SOMEBODY
YOU FORGOT TO ASK?
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| ISN'T THERE SOMEBODY
YOU FORGOT TO ASK?



The World with Programmable Cryptography

Are you Brian?



The World with Programmable Cryptography

Are you Brian?

Yes!



The World with Programmable Cryptography

Are you Brian?

Yes!

0x1a441554dd88eccbabb12047f16a712620d2a293d289f8151d581e4328aca61d
12bf8a71fedf9b1187c2ee65a1d797981646d57855e7ab9b21b6550c892ebc3910
2adc7923¢c6e9db279050177e2c22155706a791417dd568d218e5038dbb640a5976
claab518373f8dd94e2ac1298776T63b23dac93c12b3b25ac09496616ff6d80e40
0T689be8fb638adad8425b61ae574e03f443653e4ceb1672b3a45513165e53aa68
a25blef93536dac@8b54eb6cd39e5c229cldebe73dc3a8b31551e0b8186d68d237
17d08a9f881b5d8ce46c5042de693581705€67395ce6175e9c62377f4e840bde93
6061041577ca6455b7ce26e484e001d18a112932fa49b8a2d



The World with Programmable Cryptography

Are you Brian?

Yes!

0x1a441554dd88ecchabb1204716a7f2620d2a293d2898151d581e4328acab1d
12bf8a71fedfob1187c2ee65a1d797981646d57855e7abob21b6550c892ebc3910
2adc7923c6e9db279050177e2c22f55706a7914F7dd568d218e5038dbb640a5976
claab518373f8dd94e2ac1298776F63b23dac93c12b3b25ac09496616 f F6d80e40
01689be8fb638ada08425b61ae574e03F443653e4cebl672b3a45513165e53aa68
a25b1ef93536dac@8b54ebbcd39e5c229c 1debe73dc3a8b31551e0b8186d68d237
* . * 17d08a9f881b5d8ce46c5042de69358F705e67395ce61759c62377 f4e840bde93
sad Zuck noises 6061041577 cab455b7ce26e484e001d18a112932fa49b8a2d




The World with Programmable Cryptography

Are you a CS355 student?



The World with Programmable Cryptography

Are you a CS355 student?

Yes!

0x1a441554dd88eccbabb12047f16a712620d2a293d289f8151d581e4328aca61d
12bf8a71fedf9b1187c2ee65a1d797981646d57855e7ab9b21b6550c892ebc3910
2adc7923¢c6e9db279050177e2c22155706a791417dd568d218e5038dbb640a5976
claab518373f8dd94e2ac1298776T63b23dac93c12b3b25ac09496616ff6d80e40
0T689be8fb638adad8425b61ae574e03f443653e4ceb1672b3a45513165e53aa68
a25blef93536dac@8b54eb6cd39e5c229cldebe73dc3a8b31551e0b8186d68d237
17d08a9f881b5d8ce46c5042de693581705€67395ce6175e9c62377f4e840bde93
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17d08a9f881b5d8ce46c5042de693581705€67395ce6175e9c62377f4e840bde93
6061041577ca6455b7ce26e484e001d18a112932fa49b8a2d
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The World with Programmable Cryptography

For arbitrary f, compute for
me f(data you have)
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f
@IRS (gather my data)

stripe For arbitrary f, compute for
me f(data you have)

*answer¥*®

0x1a441554dd88eccbabb12047f16a712620d2a293d289f8151d581e4328aca61d
12bf8a71fedf9b1187c2ee65a1d797981646d57855e7ab9b21b6550c892ebc3910
2adc7923¢c6e9db279050177e2c22155706a791417dd568d218e5038dbb640a5976
claab518373f8dd94e2ac1298776T63b23dac93c12b3b25ac09496616ff6d80e40
0t689be8fb638adad8425b61ae574e03443653e4ceb1672b3a45513165e53aa68
a25blef93536dac@8b54eb6cd39e5c229cldebe73dc3a8b31551e0b8186d68d237
17d08a9f881b5d8ce46c5042de693581705€67395ce6175e9c62377f4e840bde93
6061041577 ca6455b7ce26e484e001d18a112932fa49b8a2d
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@IRS (gather my data)

stripe For arbitrary f, compute for

me f(data you have)

*answer¥*®

0x1a441554dd88eccbabb12047f16a7f2620d2a293d289f8151d581e4328aca61d
12bf8a71fedf9b1187c2ee65a1d797981646d57855e7ab9b21b6550c892ebc3910
2adc7923c6e9db279050177e2c22155706a7914f7dd568d218e5038dbb640a5976
claab518373f8dd94e2ac1298776f63b23dac93c12b3b25ac09496616f f6d80e40
0f689be8fb638adad8425b61lae574e03f443653e4ceb1672b3a45513165e53aa68
a25blef93536dac08b54eb6cd39e5c229c1debe73dc3a8b31551e0b8186d68d237
17d08a9f881b5d8ce46c5042de69358f705e67395ce6175€9c62377f4e840bde93
6061041577ca6455b7ce26e484e001d18a112932fa49b8a2d




{

financial_score: 96
protocol: “universal”

}

{
debtRatio: 0.2

protocol: “HSBC_RSA”
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Share this info with Railcard

-

According to Railcard

This info won't be stored:

8 Date of birth

Examples

It's now easier to prove age and identity
with Google Wallet

Fast and private age verification

Given many sites and services require age verification, we wanted to develop a system that not only
verifies age, but does it in a way that protects your privacy. That's why we are integrating Zero
Knowledge Proof (ZKP) technology into Google Wallet, further ensuring there is no way to link the
age back to your identity. This implementation allows us to provide speedy age verification across a
wide range of mobile devices, apps and websites that use our Digital Credential API.

We will use ZKP where appropriate in other Google products and partner with apps like Bumble,
which will use digital IDs from Google Wallet to verify user identity and ZKP to verify age. To help
foster a safer, more secure environment for everyone, we will also open source our ZKP technology to
other wallets and online services.



Language of Truth

The high-level goal: instead of relying on digital middlemen to answer queries or
share data, Internet users can do this themselves!



“Language of Truth” Applications

Move your likes, friends, followers, history, and reputation seamlessly across
Facebook, Twitter, Reddit, Instagram, etc.

Replace Equifax, Transunion, or Experian with cryptographic protocols; your
smartphone can honestly answer any query about your financial history in a

privacy-preserving way

Universal + interoperable digital identity standards accepted by all websites,

businesses, government agencies, universities, and more.



A Universal Protocol

e A ssingle Protocol for all of your social data, digital identity, financial
history, professional interactions, medical data, ....

e Every website on the Internet handles and outputs data in a way that
is compatible with the Universal Protocol

e Every website on the Internet can verify, understand, and consume
data conforming to the protocol



Interested in getting involved?

At OXPARC, we work on:

Research to advance the underlying cryptographic protocols.
Prototyping and benchmarking new cryptographic schemes.
Building open-source infrastructure for progcrypto applications.
Developing and deploying the first applications of new crypto tech.

Reach out to brian@Oxparc.org to learn more!



mailto:brian@0xparc.org

Thank You!



